(19) 




JAPANESE PATENT OFFICE 



PATENT ABSTRACTS OF JAPAN 

(11) Publication number 07105169 A 

(43) Date of publication of application: 21 . 04 . 95 



< 51 ) ,nt cl G06F 15/78 
G06F 9/06 
G06F 12/14 
G06F 12/16 




(21) Application number 05276107 

(22) Date of filing: 06 . 10 . 93 


(71) Applicant 

(72) Inventor: 


NEC CORP 
ANDOU HIROAKI 



(54) SINGLE-CHIP MICROCOMPUTER 

(57) Abstract: 

PURPOSE: To collate program memory storage 
information by improving secret protection. 

CONSTITUTION: An address decision circuit 5 compares 
address information inputted from outside a chip with 
the output data of a binary counter 4 and stores the 
result. A data decision circuit 6 compares program 
information inputted from outside the chip with the 
output data of a program memory 3 and stores the result. 
When the decision result of the address decision circuit 
5 indicates a discrepancy, the decision result of the 
data decision circuit 6 is inhibited from being 
outputted to outside the chip after all program 
information is collated. Output data of the program 
memory 3 which becomes discrepant when only the 
decision result of the data decision circuit 6 indicates 
a discrepancy are stored in a data storage circuit 7, 
whose contents are outputted to outside the chip at a 
specific timing. 
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* V IS fll ft S co * ^ - <o ttj it T Z> R £ti U » Jh ^ 
Ski* ffiflEttajL*ih^»^J: 9 fflEE«rt*<0*tt^ 

*W»fttS7 K^*Wtt*ntrEttttr K^««t 
t*««fit57Ki/^fat, 

#a-e„flE»T 7K^ »*fe&*tftttl $ *tfc £ # Kl»E« 

»*a^^rt**^»^ia*-rsai**a4:, met 

i"* flM»SrJ8*r* J: 5 »/£ £ *tfc r t ^4#t» i s IS 
*9 1 13«0'>y^fy^-f ^ d a y a -^ g 

[0 0 0 1] 
[0 0 0 2] 

[«t*^S«] yy^fy^^o = yea 

[0 0 0 3] C<OHHI-ot>rfi. ^n^-^^y^ 

[0 0 0 4] e*j*Lf£. 7*P^7A>^!)^PROMti 
rit**tT^«»*\ ettiL^ih[H]3§lwPROMir/ur-« 
/S$ix^o7 Ku^-^y trv^SixfcRfflLjKihfcry h 



(2) ^HH¥ 7-105 169 

2 

h-r-5 cb -C/<^$iJSWlHlSS«r*iJS9 LtPR OM*6 
OVNTfi. #^Bg6 2 - 1 9 4 5 6 5 

[0 0 0 5] micj:ot, PROMfcE«£*ifcW« 

70 [ 0 0 0 6 ] ±Jfi LfcRffl L*Jk*tt-Ctt««ff»tttt 
[0 0 0 7] CO^fet^i* — ¥^D^ 

[0 0 0 8] JilB^IH«***-t-**«fefcU-C, 

BS61-01609 4*^«JCJ¥3fi-StfCU^o 
[0 0 0 9] ^n^^A>^y|E«««Sr» 

[0 0 10] 

[J8Wd«»»UJ: 5 t-T^plS] ±JjSL*:tie*oRfflU 

7^p^7^ ^yE««ai:(ORa^**iT k^^s 

[00 11] UlttfioX* ±&<D® l m&±X(D7'ay7 

[0 0 12] ^:t, *»HcittliiB**SrRS 

y EttftttoBa^^ffi^^^^/^^^-f ^ o =3 
> b 0 ^. - * - ^ f- &> 5 0 

[0 0 13] 

[»HS:»*i--5^«>^a] *8Wi:J:5v/y^f 
s^^-f = ^o^^^^^E-y <b, fit 

E7 a p^7A^ y ioE*rt#<o^*^ai**r*Jt-#- 

50 «rt*^«^oai*^*JhSixfc*tt^«^6A* 
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T-~*V\l£^Wct ^tf^lsjfj^ 5/^^D3yf 
iifc7 Ku^«f«t»tt57 Kl/^»tf St, WIS 

r Ki^^^f^mt57 K^^««t.«na*HfBr 

at, mist K^^*d*wc^-w«iwj**ufct# 
i^strEta * ^ai- x s WE«** *a<o««prt«^a5^ 
<o au ^ *«jh*r -5 ^at, mEr'-^w^a^^F— st 
*r«aJLfct#^IWE*HPT K^«wc*«sraii«E 
E«rt*«r*ift-r5*ift*at, ^««w^6i:rmE 

«Mft*a<o»J*rt**r*MBKiUi*r6*a 1 It 
[0 0 14] 

[0015] Hi jeftW^»j«S:^-r^D 
ttf4ttau*Jhli]Klt,-Aai*«»®B2t, ^n>/ 
[5J8&5t, 7-*¥«5&e]3§6 t, 7 — 9 KtSGUK 7 t 

[0016] Rffl U^lhlHlSg 1 ttttffl L«Jt«# 1 0 1 
SrAffl*»J»EISS2icai*i-5Ct^ JO 

yE*t»*B^^5/^«B^m*«r*it-r*. ^<nmm 

L»Jh«#l 0 ltt*±«ttO»*ttfc "1" tfcS„ 
[0017] AUj*ffl*PlB»g 2 fiRffl L*Jh«* 1 0 1 
tA*Wi 6frtb<n 1 /oa yhp-/Wff 1 9 1 t 
CT7 K Art»T- 1 0 Rtfx-* AfflMf 1 

[0018] T K A^C^F- 1 0 ttRffl L#Jt« * 1 

rtl«z:fti&*, SK7 K^7- **rAffl*IKHiPEIB2 40 
^(/7 Kl/^^ 1 1 1 ^LT/d^^^^^U 3 t 
T K^*W£E»5 tfc**«IM-*, 
[0 0 19] x-*Atti;«^l l fiRffi L*Jh«* 1 

0 1*"1"^ I/OayhB-A4HH 9 1*5 
"l" ^*:AAt41 [/oayhP-/Hl#19 

1 rf>i "0" <DB»fcttl#tttS. 

[0 0 2 0] x-^AfflAW^l lttA*<0#* ^-y^ 

^K^n^7A7 t '-^^A£tS^l0Jffll[HlSS2&t/T f - 

1 2^Ltr- *WEIslK6teflMM-S. * 50 




4#Sa*P7 - 10 5 16 9 

2&t/7— 1 1 2£^LTA*j£*l6^— *Etg 
[0 0 2 1 ] /p^A^D 3li7 K^7=-/3 

EiLTi>6, ^o^7^*H3tt7K^/< 

* 1 1 1 Sr^LTiJWSSfbST Ku^«»^#JCi"5E 
ttSaSrr-^/^ 1 3 3Sr*LTAai*SJ««HlK2R 
tfx- * nSSlK 6 {:Mt5 0 

[0 0 2 2] 7K^7 f 3-/3att^o^7AB«^ 
tfctt§B»T F^^- Ki-atHWWM-1 3 l S: 

"1" tU /p^7A»S^tfc8»T7 Ki/^S:73 
-Kt5t»Tfl*13 2S: "1" ti"5o 

[0 0 2 3] frV* 4 tt 8 fc'jy h0 2it^7!> 

JHL-CfHRttS: "FFH" .fcHMMfrrS. 

y 4 fi^ciy 8 1 Sr2^ffl[s]l»8-e 

^li/yhl, ^ttttttSr7K^^^14 li^L 
t7 Ki^^*J«EIB5«c«HS&i-S 0 
[0 0 2 4] 7K U-^*iJ^tUK 5 I* T K U*/*J* 111 
*r^LTfl»SftS*MSAAT K^7-^ t. 7Ku 
1 4 1 4:^LTt**&$tt5/<-r^y^^^4^ 
mt}T-* t*Hs*H-S. 
[0 0 2 5] T KU^WEIHK 5 T KU* 

5 1 t LT^— **l3©BR6*rUlA-t-« 0 T 
K^flSfifl 5 lrttfHBArtT K^7-^t^ 

-t-y # 4 oawx— * ta*— 

"1" t*!9, ^-S(OI»lc "0" tfcS. 
.[0 0 2 6] 7-^^08 61*7-^^ 112H 
LtM*n6WAA^^7Af-^i, 

* 1 3 3^Lt«^^il57 , P^7A> ; ey 3^tti*> 
7-* t£tfctfc-rs 0 ' 

[0 0 2 7] 7-i?^ltlslB 6 ISJfcR^— K«# 1-8 2 
^"1\7 K^7 = -^3 a^b^Tfltl 3 2 
j&S "1" , 7 K^W£0B5d^W7 K^*teft* 

1 5 1 » " 1 " (0^-S*TM 1 6 1 Sraj**-?- 1 

2 fcfflrt U =F-»l*Tffi' * 1 6 2 4rtH**T- 1 3'lcUJ 

[0 0 2 8] 7-^E1g[E]^7*i7 :f --^W^[H]B6^W 

1 9 3 # "0" cO0#(C N r 5 — 1 6 4*^U-C«» 
Stva^-^WfilBIK 6 OfflA'T*-* or y 1 

EigdlSS 7 fi* (OE«««*AUJ*»JffllIl]B 2 &U<7- 
^/^17 15:^ UT^-^Aab^^T- 1 1 dft^-T 

[0 0 2 9] K0SS9«T f — ^2p]^lHl8S6 frb<DT 
-*^F— §Mf # 1 6 3 t 1 /O^y ho-/MI^l 9 1 
OR(B»t«f*T«*l 9 2 h<D±ls KSrt !) , 
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5 

*^ y r«# 193^ LXT-f&femm 7 tc^-r 

[0 0 3 0] ^XKIsIB9^e)7 f -#E1SlHl 

5g7— co^ y rm^-i 9 3 fix— ^ ^F— ifcff 1 6 3^ 
" 1 " , I/On>hP -/MS* 1 9 1 36 s " 0 " , f?*! 
iE^ 19 2^ "1" t^B#{c " 0 " k ft £ e 

[0031] ::r\ «ff 1 4 f*^ n ^ ^ft # 1 8 1 <r> 

Kfim+X'tb 9, Itl5 f±Jt**- K«* 18 2 (OK 
^*T--C*>5 0 JSj^I 6ttI/0 = V hp-;HI 

*1 9 l^AM^t-fc^ SS^l 7firFWff^l 9 2 

[0032] m 2 &m 1 k \s*mi£m& 5 <a»/«* 

SfAJtRIIISSS l-58t> 8&3gft(E]SS5 9 4:, RS7 
yy/7oy^ (HTFFitS) 6 0 kfrbmtfLZtl 
t^5, r^T% AO — A7tt/M-^y^fi^>^4^ttJ 
^0)#try h*:»U BO -B7 tt^»A*T K 
u*x — ^ 2/ h^LTV^o- 

[0 0 3 3] it^[ElS§5 1-5 8tfy<>f-*-y;fr*>'*4 
Otlj^i^— ^ AO -A7 RW»AA7KI/^t-^B 
0 -B7 bmz#mximw?n*:b9. *tib<n 

* "1" it^o 

[00 3 4] ISSSllHlSS 5 9 KJtttlEljig 5 1 - 5 8 <£>tij 
*J«-f§-<E>gft3g?d* fc9,'7K i"*^— gfc«* 1 5 0 *fcB 
^J-T^o T K U^-fkff -*§- 15 0 ttltlSlHlK 5 1-5 
8<Offl*flr**s-o-et "1" teft« i:, o*J7Kl/ 

*x-*#i ^ y K-etSftSi&^l- "i" 4:ft£ Q 

[0035] FF60 ttBfl*6«* 13 1 05t± 9 ^ 5/ ^ 

iciwiMurr Ku^WftiM-i 5 1 * "1" icttJtHfci- 
5 0 F F 6 0fiSfc3l?n[E!S&5 9 frh<OT Ku-^^F 

— 15 0^ "1 " W5i y :v h Sti, 7KU 
15 1* " 0 " tw-T-So F F 6 0 Mt— S 

[0 0 3 6] H3ttHlfl09*— 4r3W*E«66^»/aS:fl% 

tb»[E]SS6 1-6 8 4:, »3lfdiaK6 9 RS7^ 
^7n^ (^TFFi:t6) 70t, fUSiSlHlSg 7 

i, 7 2 ta^W/S^ti/o^o pdo - pd 

7 fi^a^i^^r y 3<D£iWjx — #<D&Vy h *^ 
Lx DO -D7 I^SA^/^7A7-^*t'-> h 

[0 0 3 7] Jfc|£[H]S§6 1-6 8Ji^cr^7A^^-y 3 
(Otttf]^r — -9 P DO -PD7 fttf^AA^P^^Af 
-*D0 -D7 t^«-try 9. -t 

*LS><ax — *j&s^— S^fl#l:^F-a^^ Me*frJ51--5tti 
"1" £i-5. C^4:#, ^n^^A/^y 3 
^ffl^x— * P DO — P D7 fix — *'** 1 6 4*;frL 

[0 0 3 8] I^^fDtHiSS 6 9 ttttKElK 61—6 8 cD£±} 




(4) 1$M?7- 10 5 16 9 

6 

^F-fMl-S§- 1 6 5(itfcgS[E35g6 1-6 8 fiOfcB^Kl-^— 
oft 1" Irft54:, o£ 19 /d^7^7-^^ it' 
y ht*t,M6^l: "1" fcft5 0 
[0039] FF70 JiBM&ft* 1 3 1 ^5i_h 9 ^ 3/ is 
(^MLTr-^-Sft^l 6 6* "1" IC N x-*^ 
-ffitfl#16 3* "0" fc*0J||flSi-«. FF7 0 

ttKSftlsIK6 9^^^^F— ffcfll*! 6 "1" {-ft 
ZkV±y h£ti. x-*— §fc«*l 6 6* u 0" 4: 
/0 I, f-^^-Sllfl6 3* "1" tt5o FF 

[0 0 4 0] ttaSnsIK 7 1 f±»T«#- 1 3 2 4:, 7K 
ittfc^r- K«* 18 14:, x- 
^-Sc«#l 6-6io»3l8f«:i 9. 
Tffi* 16 14: LTBiM^ 1 2 icttS^-f^o -a»T 

Lfc^Ftc "1" 4:ft^> 0 
2/? [00 4 1] IfeSffllHiaS 7 2 ttfcTff # 1324:, 7K 
u^J^f-^-l 51t, tt;«^~K«#l 8 14:, x- 

* 1 6 3 k (onmmi k b , -t ^tt**^- 

aj»T«#l 6 2tltffiA«f 1 3fCtH^-r^> 0 ^F— 
Sc^T<f^-l 6 2*iJtfe^~ Kl^^t^Pi/^Affifffi 
fc»i-SJtttW*ttfPSr<»TL, ^>ft< HT'n^A 
Wa^-o*s^:-ife4:fto^{c "1" k ft 
[0 0 4 2] Ba4ttEHO^— ^E«EIK7<^«*Sr^ 

JO 5 31 s, >?rx - ^ A^3WD (w^x **xy 
^-T5D^y y7*7o^ (HTFFm) 7 a-7 
h-CfllfifcSixiC^Sa --X\ PDO -PD7 fix— * 

[0 0 4 3] F F 7 a-7 httx— * WSleJSg 6 <Offi;ft 
x-^PDO -PD7 fc; ^C2-/^{f#l 8 14:, ^y 
7«»19 3iS:A*i:t5 a FF7a-7hfi^yr 
ff-f-l 9 3*5 "0" (Omztvytm^l 8 l^^T 1 ? 
^y-^fw^ U-Cx-^«^Ih3K6 <7)W*Jx — ^ P DO 
40 -PD7 Oif$&*fEt§-r6o ^/t, fVTtS-B-l 9 3^ 
"1" (75^I^F F 7a-7 hCOtb^Qli "0" \Z ]) -fe 5/ 

[0 0 4 4] El 5 St^0 6 HJfi^'J^ttf^* 

[0045] :;t, ^p^7A^*y3ttf«)RttiL 
co4ri-^>4:, B8ffl L*JhlH» 1 **6Xttl*IBI»IB* 2^ 
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19 2^ "0" VibZt-tZt, X — *IStg[H]£l7— CO 

* y rfi^ i 9 3 ii * o " r-fo5 0 
[0 0 4 6] ±iE</>j; ?KV;m<okZ<nx#- h7 

Kft* 1 8 2 £ "0" "1" TttgHr- 

[0047] cmctoT, ^<-r-*-y**^^4*s "f 

f H" fc«ttH{k*ixa; *fc, tfc«^~ K«* 1 8 2 i« 
Tff-^-1 6 1 ffcfcTW 1 6 2.^^3/^95— 

[0 0 4 8] 2»ja@B8^5,^Hfif 18 3 

4L ^^-h7K^ "OOH" . W^P^yAr- 

^^v^4fi "ooh" ic>r ^ y > v hsti^ 

[0 0 4 9] T K^f=- /3 a tt^y^tt^fe A 
^Lfc^ — hT Kl/^$rf^- Kt, »JBfll 1 8 3 

co "i" 0MN^m»LTMttflr-»i 31^ "i" iz-r 

HWMt#13 1*S "1" lC&6r£T% 7K^j 
3©eISS5CDFF 6 0#H?s/ h£*U 7K^JSItl 

5 1^ -1- XCt£Z> 0 

[0 0 5 0] §H*6«*1 3 "1" (:^5^^ 

-ifcflf 16 6^ "i" icfts-iit)^ ^-^^F-ffc 

«»1 6 3^ "0" Mft5 0 
[00 5 1] mm^- 1 3 1 &±TZ> i> 7K 

^9iAA7K^f-^B0 -B7 iSrtbRU khfc 

"ooh" -e— Sclt^scot-t K^Wf^-i 5 1 
<o u i w «:«»-r5o 

[0052] *fc, ^-^^j^msseii^ct^^A^^ 

y 3 60ffl^x~^ PDO -PD7 ktm^Jl^ulfyJ* 
r~^D0 ~D7 fc«rJfc«U "y*-* A" T— 

ScLT^ecO-C^-^— ifeff-f-1 6 6C0 "1" £7*-* 
=F-»flHH 6 3 co "0" i***««p-t-5. 
[0 0 5 3] w^-C, »T«»1 3 2# « 0 " -CfcSfc 

7*-*w«iaK6 oiiaiariais 7 a»T 

«#1 6 lfi "0" -Cfot), 8&3gSKsISS7 2^fe05F- 

Sc»t«*i 62t "o" r-&£ 0 rfc*^- 
*m*&*I*t K^**ro:/a^7A{t«&ArtLfc^ 

[0 0 5 4] ft»7KU^*T7K^f-^R 
X*7*>fyJ*y : -Zfrk tlw— IfeL^i&^cotbfPiro^ 

-h7 K^^^tttt*iJS»^ilRl«**t?*)5<OT-«>ISL, 
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[0 0 5 5] ^y^a5^^A^i-^S^7°cr^7 Aff 
«"7K^B, r-^C u f^^-^y ^?^>-^4(Dai 
^x-^AO - A7 &^D^7A^^y 3 oOfcB;*)^— 
^PDO - PD7 b— ffcLT^5cOT\ T Kl/^^JJ^f 
^lSl^M" ^-*-ffc{f-^l 6 6ri* 

"1" f-^-aifl6 3^ ' ( 0" tft 

[0 0 5 6] ^o^7A^ft»7Kl/^ a 7K^B" 

ff-g-13 2^ "i" tteZo Lfc^ 0 -c, ^Tfa-^13 
2 co "l" cofflra^SSLT^-^W^EKecoSSSa 
diSS 7 l <o-a»T«* 161#"1" t45, f^lg 
Ie]S§7 2^— fM*T«-J§-l 6 2- *s "0" £/«£5 0 

[0057] ^s/^as^e>A*u/Ei^cz^ 

[0 0 5 8] l£fZ* WilfeT K^fc*l^o^7Af 

20 KTTftM-J-So ft. *»7K^4TO^B^7A«f« 
coit^J^ftft^o^TliJifBcOX^- hT Ku^colt 

[0 0 5 9] £<a»S\ f2/^a*^A^Jt5ft^/ 

-^y^7^>'^4C0Hi^7 f — *A0 —A7 co "T K^* 

*PD0 -PD7 co ""r — &H" fi^F— StTfoSo Lfc 
A5o-C, T KU^*Uff«»l 5 1** a l u ifctK r r - 
50 *-SflT*l 6 6*5 "0" r-^^F— Wt*l 

6 3^ "l" btZZo 

[0 0 6 0] £fc, 7 P P^7A(^f»7Kl/^ "TKU 
^D" ^7 K^f3-^3 a -CTa- KStlS - 
T\ *T«#1 3 2^ "1" L^ct, 
ff#l 3 2 "l" t0^raiC|PI»LTx-^*IJS[H]SS6 

cotesamK7 i w-ik»Tflr#i e i« "o" 

[00 6 1] ^ L 3/7 p ^^ibA^U/-c^P^ 
[0 0 6 2] £e>tw, *»7K^(:j3l>T7K^^7 

[0063] rto^. ^^y^SFP^^A^-rsa^^ 4 




9 

j-V ft 4 <Dtfi£}7*—'? AO — A7 <D "T K^* 

PDO ~PD7 <D "x-^G" fi~S:LT^<5o L/c*5 

— ftft # 16 6^ " 1 " 9 , x-* ^F— Sff * 1 6 
3*5 "0" 

[0 0 6 4] T KU^flJfett* 15 1^ "0" fcl/jr* 
ir, *£Tfl^-13 2*5 "l" t/^Tt)T-^^@K 
6 0tim«7 lcO-Sc^Tif^-l 6 1li a O" 
» U f^HSlHlSS 7 2 ©*:-W*Tflr* 16 2^ "0" 10 

[0 0 6 5] -Tftto*>, 7Kl/7»«^-at*5« 

[0 0 6 6] ±ia^*&«C*iffBj«*l 9 2^ "0" X 
*>9, 7*— ^15*0116 7— 05^ U Tjf#l 9 3d* "1" 
kteZtzft* 7 s — ^f5ttlH3K7(Dffl*7 f — ^f^^(C "0 

oh" ift*$)5„ lit^ot, i/o=iyhD-/Wf 

llctt "0 0H"i^^6o 
[0 0 6 7] B6 3r/B^Tfr*Hf #1 9 2*5 

"l" ^§^Co^TMt6 0 «U»tt«teO^Ttt± 

3eutfF*r«#i 9 2# « 0 M <om&<Dmfttmmx3b 

[0 0 6 8] W % 7 f -^IEtg[E]3S7-^^ y r«#i 9 
3li/p^7Ay^ey 3^r-^PD0 -PD7 ^ 
^SUA^^n^^^x-^DO -D7 fc fcl?F— £ 

fct^i:^ "o" tfto, zti&sftn "i" H«t?*> 

[0 0 6 9] Si\ ft»7 Kl^^l^^TT'n^Af 

[0 0 7 0] ^(73^. ^s/ Art+S*»^ 

f-^PDO - PD7 O "7 — * H" <ir 7&5^F — Srcfc 40 
60 Lf^ot, 7-^-aifl6 3^ "1" tft 

[0 0 7 1] co<t#, 7*-*e«he]B7^<o* y r« 

•^1 9 3f*rF*Hf-f§-l 9 2*5 /^^-c I /0^> b 

P-/Wf^l 9 1(7? "0" ^raiC^JSILT "0" irfc 
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